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No one wants to expose...

« credit card numbers

« bank account numbers

«  passwords

- sensitive data (patient data)




Protecting...

- What?
- Security
« Privacy
- Confidentiality
- Against what?
« Evil hackers
- Malicious insiders
- Stupidity

Privacy

* Right to be alone; e.g.:
- applies mostly to known individuals

« Correlation among pervasive databases
- sensus
- marketing
- health




Confidentiality

« Use of sharing information by multiple
users at many institutions

« Should be controlled by coherent policy
« Enforced by appropriate technology

« E.g., who may use your results of life
insurance, for what purposes?
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 Privacy: managing your own information
to suit your needs

@ﬁ‘ﬁ% @ ' right to remain unknown

- Confidentiality: managing someone else’s
information to protect their privacy

- Security: physical security




Privacy & Intruders

Freedom from

1. intrusion
2. surveillance

3. rightto self control - (Patient control)

v" Giving patients control of the use oftheir data

v" To beinformed and to control who, when, how, and why
their health information is accessed/used

v" Broader concept than the right to inspect/read




Privacy as the right to life

«  Competition
v" Competition at equality condition
« Autonomy and Freewill
v" Right to choose religion and good and evil
v Right to belief
«  Rightto forget or not recognize discrimination

v" Race, gender, regional sentiment

* Privacy Case Nydia VelAjzquez A (1982) Three weeks after
Nydia VelAjzquez won the New York Democratic Party's
nomination to serve in the U.S. House of Representatives,
somebody at St. Claire Hospital in New York faxed
VelAjzquez's medical records to the New York Post. The
records detailed the care that VelAjzquez had received at the
hospital after a suicide attempt--an attempt that had happened

several years before the election.

Database Nation: The Death of Privacy in the 21st Century, Simson

Garfinkel, Jan 2000, 1-56592-653-6




The intruders

® The Big Brother

® The Little Sisters

® Intrusive Technologies

® Stupidity

® Internal breaches

® Ever increasing stakeholders
® Data integration

® Re-identification of the de-identified

The Intruders — Big Brother

Big brother is watching you!

 Governmental DBs
- National Surveillance
- International Collaborations




The Intruders — Little Sisters

The Sisters are nearer than the Bros

« Flaming
e Flame war

 Cyberbullying
« Internet Trolling
- Smack Talk

The Intruders —Technologies

N
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. Face recognition, Biometrics (DNA. fingerprints, iris, gait)
. Video Surveillance, Ubiquitous Networks (Sensors)
. Semantic Web, Data Mining, Bio-Terrorism Surveillance

. Professional Assistants (email and scheduling).

Lifelog recording

. E911 Cell Phones, IR Tags. GPS
. Personal Robots, Intelligent Spaces, CareMedia
. Peer to peer Sharing, Spam Blockers, Instant Messaging

. Tutoring Systems, Classroom Recording,

Cheating Detectors

. DNA sequences, Genomic data, Pharmaco-genomics




The Intruders — Stupidity
et National Report

Ehe New {Jork Tones 3

Patient Files Turn Upin Used Computer  , gni gidity

* ignorance
« divide

L — -
Postng shead ~ t.lli-dl‘mn«.ﬂ---n-dlll:m-ﬁ
l.u-—-:-- ey s l—wum‘m”(m.&-«uwm?h?&ku

s
-

rrime s e
SEMNANRAR MO - UNH MNRATIR B2 40 IR/ S
NP ABIRI00NE CanVErenae & AT $RE X% 8 %04
Internal breaches: . ... aiin

MRI QA B3 BE UL NEAN U MY SN 28
8 W2 U alolc Wik LU AN st UR

The dark side : phestpbacagediyis ity Sdnbe

Al 2 F2IRE cle BEW)| AR

ST
P ENUTIRNES 2 UE R N ey
RSN RF BY 'm

RN A,
BHAY Sz NIETAENR D
RSB RPUENRSI WS UL =
SV SU KWEN SN UG

SERWN UR NLIEE GE D20 BE B TN
WUG ME MERS TS YN N TRAR0| 0 MBS
N2 B DS NANY HE S UE NS WNIU

S OIBN NST YN W F UM
TLTA PO SHYN 2

ol

o

SIEMITE THE U AHHAHEMT 2)= "2 2T0/24 5i0{2ts TE SH0| ot 88
o &% 2F ACHH "2HE HE2| |7 2 RFICH D DMCH

S ERtel Z24olH AT X 2R =B
ZE Erel At HoZE Lot TR0 A Y EX Y
BEEsHS S Ao 2|27 E2 AEoje SHIE I SHoE

i I
A
)
o
10
y
o
i
H
u
10
4o
i
3
L
3]
2
3
2

T
Pl
o
HT
[\
S
oS
W
m
[o)}
0
[\
w
e
>
ful
it}
1o
Hu
A
=2
o
H
i
oy




The Intruders - ever increasing stakeholders

Dr. - Managers

Nr. - Patients

Therapists

Laboratory - Payers

Radiology + Reviewers

Pharmacy + Gov. Institutions

Admissions

Administrations « Insurance Company, Pharma
- Hackers

... more than 70 - and more and more people...

The Intruders — Data Integration

Ethnicity

Visit date ZIP
Diagnosis  Birth
Procedure date

Medication Sex

Total charge

Medical Data




The Intruders — Data Integration

Name

Address

Z1P

‘ Date
Birth registered
date ’

‘ Party
Sex affiliation

Date last
voted
Voter List

AR

The Intruders — Data Integration

Name

Address

Ethnicity

Visit date

Diagnosis Dat'e
registered
Procedure
Party
Medication affiliation

Total charge

Date last
voted
Medical Data Voter List
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De-1dentification &Re-1dentification

Messachusettes

Group Insurance

Commission Releasé Voter list for $20

Medical Records
of Gov. Officers
(de-identified)

Former Governor, William F. Weld

Group Insurance Commission Record Decoded

Z X: Sherman E. It doesn’t take much to make you stand out. Cambridge, Mass.:

Harvard University Extension School Bulletin, Fall 2001

Reidentification of Individuals in
Chicago's Homicide Database
A Technical and Legal Study

Salvador Ochoa Jamie Rasmussen Christine Robson Michael Salib

Collective address: reidentify @ mit.edu

f Names of the 35% of'the victims
were reidentified

(only with public data)
Abstract

Many government agencies, hospitals, and other organizations collect personal data of a sensitive
nature. Often. these groups would like to release their data for statistical analysis by the
scientific community, but do not want to cause the subjects of the data embarrassment or
harassment. To resolve this conflict between privacy and progress, data is often deidentified
before publication. In short, personally identifying information such as names, home addresses,
and soctal secunty numbers are stiipped from the data. We analyzed one such deidentified data
set contaiming mformation about Chicago homucide victims over a span of three decades, By
comparning the records in the Chicago data set with records in the Social Security Death Index,
we were able to associate names with, or reidentify, 35% of the victims. This study details the
reidentification method and results, and incTudes a legal review of U.S. regulations related to
reidentification. Based on the findings of our project, we recommend removal of these databases
from their online locations. and the establisk t of 1 derdennfication regulations
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Bradley Malin' =

Re-1dentification < Rare disease >

Malin and Sweeney at Carnegie Mellon Univ. integrated
(1) Illinois’ publicly available de-identified discharge summary data (1990-
1997) with (2) Census data and (3) Voter list,
surprisingly re-identifying real names of rare disease patients by using the
publicly available data only

Cystic fibrosis: 33%

Huntington disease: 50%

Fanconi Anemia: 70%

Refsum disease:  100%

How (not) to protect genomic data privacy in a distributed network: using trail
re—identification to evaluate and design anonymity protection systems

and Latanya Sweeney
Data Privacy Laboratory, School of Computer Science, Carnegie Mellon University, Pittsburgh, PA 15213-3890, USA
Received 23 December 2003, Available online 28 May 2004,

The NEW ENGLAND JOURNAL of MEDICINE

SOUNDING BOARD

One of the key ideas behind sequencing the human
genome was the promise of “personalized medi-
cine.” The idea was that genetic information could
be used to make health care more precise, effica-
cious, and safe. The Human Genome Project
showed us that among humans, DNA sequences
are 99.9 percent similar, but the remaining 0.1 per-
cent, in the contextof environmental and epigenetic
factors, produces the entirety of genetic variability
within the human population. How can we use
the information about human genetic variation to
achieve these stated goals of the genome-sequenc-
ing effort?* Investigators are currently collecting
phenotypic information about patients (their dis-
ease diagnoses, prognoses, and treatments) and
comparing it with their DNA sequences. Methods
used to obtain these large phenotypically annotated
populations may not be adequately productive be-
cause of concerns about privacy and disclosure of
genotypicand phenotypic data. We think these con-
cerns are real but addressable sociologically, tech-
nologically, and legislatively. The basic idea is that
giving patients control of the use of their health

ALY AY S| ) SS-
ing the volunteerism of our populations and gath-
| cungresearchdata

Health-Information Altruists — A Potentially Critical Resource
Isaac S. Kohane, M.D., Ph.D., and Russ B. Altman, M.D., Ph.D.

the National Human Genome Research Institute,
has called for large cohorts (at least 200,000 sub-
jects) to be assembled simply to achieve the neces-
sary sample sizes to overcome the problems of
cross-sectional studies.2

Public standards and patients’ control: how to keep
electronic medical records accessible but private

Kenneth D Mandl, Peter Szolovits, Isaac S Kohane

and never used to discriminate British Medical Journal (20 01)

consequence, researchersinves. . ._________ _______
in removing any information from research data
sets that could be used to identify the specific par-
ticipants.

However, a recent study by Malin and Sweeney
concerning database security has shown thatappar-
ently de-identified subjects often can be either un-
ambiguously re-identified or partially identified by
means of filtering the data to a very small subgroup
of potential matches.3 Malin and Sweeney took pub-
licly availat

data from New England Journal of Medicine (2005)

combined them with Census data and voter-regis-
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Efforts

regional and international

Legislative efforts in Korea

Constitution
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Privacy Act
Acts on Information and Communication:
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HIPAA

Health Insurance Portability and Accountability Act

Since 1996, U.S. congress

data interchange standards

data security

patient privacy
HIPAA Security and Electronic Signature
Standards, 1998

HIPAA Standards for Privacy of Individually
Identifiable Health Information, 2000

HIPAA regulation starts in 2003

Research

14



Multi-center studies
- The challenges

Registries and Large databases
v Cancer
v Childhood immuni zations
v Cardiovascularsurgery
v" Mammography screening

Quality improvement and assurance
Technologic advancement, large-scale data sharing
Federal, state laws & institutional policies

Collection, storage, utilization and sharing

Categories of Information

TABLE 1. Categories and definitions of confidential information

Category of
information

Definition

Public

Internal

Restricted

Information or data collected, compiled, utilized, or generated that is intended for public
distribution and use or that may be obtained under freedom of information legislation.
Generally, this includes aggregated data in published form, such as articles in medical
journals about patterns of care, accuracy, and other related topics. This does not include
confidential information.

Information or data collected, compiled, utilized, or generated by the organization that may
be shared with employees and authorized consultants and contractors only. Authorization
for external distribution or access must be obtained from the Principal Investigator.
Examples of internal information include site lists, technical reports, and research
proposals in stages of preparation.

Confidential information collected, compiled, utilized, and/or stored by the organization that
contains identifying links with specific individuals or medical practices, such as name,
address, and Social Security number. Confidential registry data and reports fall within this
category, as do any personal identifiers collected as part of a registry (including diagnoses
that, when linked with geographic location, could identify an individual or number of
patients served by a facility that could identify provider participants).

15



Member sites

Research endeavor vs. confidentiality protection
Protect from unauthorized access

Usage only in sanctioned and approved ways

Prompt report and corrective measures against
breaches of the policy

® Prompt response to inquires from concerned
participants

Categories of Information

TABLE 2. Types of protection offered by federal or state governments and Individual institutions

Type of protection

Federal
—Public health service certificate of confidentiality
IRB* requirements for protection of subjects from the risk of loss of confidentiality

State
Laws protecting the confidentiality of records used in medical research
Laws protecting cancer or mammography registries
Quality assurance or peer-review statutes
Laws regulating physician-patient privilege
Laws on Patient’s Bill of Rights
Laws governing confidentiality of patient’s medical records

Institutional
—DBataseTurity
Limiting data access with key or password protection
Outlining the specifics of all data handling using a standardized protocol
Shredding unneeded paper data
Formalizing all data requests and establishing a review process for release of research data
Developing a firewall for all computer systems
Maintaining off-site backups of computerized databases
Using a specially designed encryption program to convert data before sending it over the Internet

* |RB, institutional review board.

16



UK Association of Cancer Registries

Regulation 2 of the Statutory Instrument (SI) on confidentiality — No. 1438, The Health

Service (Control of Patient Information) Regulations 2002 — permits cancer registries to
receive patient identifiable data without the need for informed consent.

However, there remains uncertainty about the circumstances when cancer registries are

allowed to disclose patient identifiable data held by them to third parts.

PIAG has requested UKACR to develop explicit guidance for cancer registries advising
them that they must comply with requests from patients to delete identifiable data about

themselves from their databases.

UK Association of Cancer Registries

The basic idea for protecting patient privacy has been de-identification.

However, the dichotomy of identifiable vs. non-identifiable distinction cannotbe

made.

In reality, most of health data are ‘Potentially Identifiable’.
v Individual records

v' Tabular data,based on small geographic areas, with cell courts of fewer than five
cases/events (or where counts of less than five can be inferred by simple arithmetic)

v' Tabular data containing cellsthat have underlying population denominators of less than
approximately 1000

34/62
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Potentially identifiable data

® the intended use(s) of the data should be stated clearly

® the use(s) of the data should be justified and the data should not be used for any
other purposes

® the registry should not release data that are more detailed than necessary to fulfill
the stated purpose

® the data should notbe passed on to other third parties or released into the public
domain

® the data should be keptsecurely for the period of time that can be justified by the
stated purpose, and then destroyed

® no attempt should be made to identify information pertaining to particular
individuals or to contact individuals

[ no attempt should be made to link the data to other data sets, unless agreed with
the data providers

® any public domainreports or papers resulting from analyses of the provided data
should be shared prior to publication with the cancer registry (or registries)
supplying the information.

American College of Epidemiology
Policy Statements

® Routine anonymization of archived medical data :
v difficulty in tracing back to individuals

v Unable to predict what linkage might be useful in the future

investigations
® Individual informed consent
v Untenable administrative, financial, and logistical burdens

v Non-participation and selection bias

18



ACE with bigger challenges

Table 1. Summary of

Recommendation Description
Create a scientific forum on population  The NHLBI should convene a scientific forum to anti e the major
sciences scientific questions and me needs in e iology and
population science over the next 10-20 years.
Launch electronic epidemiology, The NHLBI should actively engage in studies to establish the validity,
particularly in collaboration with other reliability, and scalability of electronic tools for primary data
! and ag collection. In doing so, the NHLBI should partner with other
organizations and agencies.
Build the data-science workforce The NHLBI should help establish an ad rif to conduct R ¥
populallon sconces'olmeiuture. and one approach is to create
multifaceted and complementary career de t grants. S
Develop a dynamic compendium of Resources should be dedicated to ing a dynamic compendium of Y
epidemiologic resources mgse Qi including cohort studies, clinical
data sets, registri ) itories, and other rel

miologic resources, to assist the research community in
idenmying and accessing key existing resources and to improve the
return on the investment from these studies.

Integrate epidemiology and clinical Where genuine efficiencies can be d, the NHLBI should
tnals encourage the integration of clinical trials and epidemiologic studies.
Create a cohort consortium The NHLBI should create a cohort consortium to support large-scale

collaborations and provide a coordinated, interdisciplinary approach
to addresslng scientific questions, achieving economies of scale,
n%‘opponuniﬂes for collaboration, and accelerating the pace of
and the implementation of new methods.

I competitive I The NHLBI should implement a competitive peer review-based model ‘
evaluation of cohorts ﬂ
>

for its portfolio of large epidemiologic and popuabon studies.
Abbreviation: NHLBI, National Heart, Lung, Blood Institute.

y
New Challenges -
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Voice, MP3, SMS \

Security solutions
Tags, logistics,
data communications

m/v

MultiMediaCard (MMC)
= Music

b
-
/Bluelooth

- Fast wireless data
communications

GPS/GSM
- Security
- Interactive games

- Pressure,
- Acceleration
- Temperature

l

New Challenges

® Personal Genomes
v" Fundamentally identifiable in itself
v" Non-editability
v" Beyond person, shared by family members
® Lifelogging
Bio-Banks and biomedical research
Taxonomy for Secondary Uses
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Impacton e

Early adopter Skeptical
sister brother
Dad already signed up 0
to get sequenced ‘0

Mom the worrier

¥ 0 %
ﬂQ oy “‘/
Crazy Uncle Biu—q&—' 0 Q 0 Grandpa says

= no way!
o 0/
2 Q

‘\Qousin Betty

wants to donate
her sequence to
science and make
it totally public

Aunt Erma worried
about losing her
insurance because
of her son’'s DNA  Grandmais gone,
sequence but a sample
of her DNA still
exists...

Your kids

Your potential kid?

HSLS, U.Pitt

Ethical
and
lechnological
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